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elDAS scenarios (perspectiva del tipo de emisor/tipo de EAA emitida)

Escenario 1 — Prestador de servicios de confianza calificado- QEAA

Las declaraciones electrénicas cualificadas representan el nivel de credenciales mas alto,
requieren una cualificacion estricta por parte de los organismos nacionales de supervision y
proporcionan un reconocimiento transfronterizo garantizado con paridad legal en toda la Union
Europea.

Scenario 2 — Organismo del Sector Publico encargado de una Fuente Auténtica-PubEAA

Las declaraciones electrénicas del sector publico requieren un estricto cumplimiento
normativo equivalente al de los proveedores cualificados, disfrutando de la equivalencia legal
con los documentos en papel y del reconocimiento transfronterizo automatico en todos los
Estados miembros de la UE.

Scenario 3 — Prestador de servicios de confianza no cualificado - EAA

Los prestadores de servicios de confianza no calificados operan bajo marcos regulatorios
permisivos, lo que permite la emision inmediata de EAA sin la aprobacién previa de la
supervision, aunque las partes que confian enfrentan importantes desafios de evaluacion de
confianza.

Scenario 4 — escenario no elDAS

Los sistemas cerrados operan a través de relaciones contractuales entre emisores de
confianza, permaneciendo fuera del alcance del Reglamento elDAS, sin conexién al
ecosistema EUDIW
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Educacion y cualificaciones profesionales

Contexto transfronterizo

¢Existe una autoridad central europea?

No. La gobernanza de la educacion es una competencia
nacional.

A nivel europeo, solo existen herramientas de coordinacion,
como:

* Principios de reconocimiento a escala de la UE (por ejemplo,
el Convenio de Reconocimiento de Lisboa) <~ reconocimiento
mutuo de las cualificaciones.

* El Marco Europeo de Cualificaciones (EQF) < armoniza las
cualificaciones nacionales.

* El Espacio Europeo de Educacién (EEA) <~ mejorar la calidad
y la movilidad de la educacion.

* El Espacio Europeo de Educacidn Superior (EHEA) <
armonizar los estandares de educacidn superior.

* El Centro Europeo para el Desarrollo de la Formacidn
Profesional (CEDEFOP), <> apoyar las politicas de educaciéon y
formacioén profesionales (EFP), capacidades y cualificaciones.

Co-funded by
the European Union

LB DC4EU B Wallet

¢Como se organiza la gobernanza en los Estados
miembros?

Los Estados miembros suelen adoptar un modelo de delegacion
multinivel:
1.Ministerios / Autoridades Publicas Centrales

Reconocer y acreditar escuelas, proveedores de FP,
universidades

Definir qué cualificaciones corresponden a los niveles del MEC
Otorgar licencias para operar y emitir titulos

Puede dividir las responsabilidades por nivel educativo (por
ejemplo, primaria, superior)

2.Instituciones educativas reconocidas

Escuelas, colegios, universidades y centros de formacion
Debe tener una licencia o mandato valido para operary
emitir calificaciones oficiales

Debe cumplir con los marcos educativos nacionales y
europeos

3. Organismos profesionales o sectoriales (en algunos casos)

Puede participar en la aprobacién de planes de estudio,
especialmente en la educacidn vocacional
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Educacion y cualificaciones profesionales

Gobernanza(s) compleja(s) a todos los niveles (europeo, de los Estados miembros,
regional, institucional)

Diferentes gobernanzasy
modelos de gobernanza
Diferentes autoridadesy
tipologias de autorizacién

Algunas pueden/deben
combinarse para remarcar el
valor anadido (p.e. Una
titulacion con una acreditacion
de Calidad educativa a nivel de
programa e institucional)

Educacion

e Formal (Ministerios,
Instituciones
educativas)

e Propia (Instituciones
educativas)

Cualificaciones
profesionales

* Ministerios

¢ Colegios
profesionales

e ncutu B

30YEARS
OF PREMIUM
==QUALITY

Aseguramiento
de Calidad
educativa

¢ Acreditacion
institucional
(EQAR/EQAVET,
Agencias nacionales,
Agencias regionales)

e Acreditacion a
programa

EU Digital Identity

Wallet

Co-funded by
the European Union

Identidad no
fundacional

¢ EducationallD
(Institucion
educativa)

e AlliancelD (DG-EAC,
Universidades de la

alianza)

e Europen Student
Card (DG-EAC,
Instituciones)

e MyAcademiclD
(GEANT, NREN,
Universidad)



cComo podemos gestionar esta realidad en el medio
electréonico?

Quién son los QUIENES en cada * Qué son los QUEs
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otros a mi mismo
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negocio * Prueba que puedo hacer lo

* decir algo sobre una que hago
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e ensenar sobre algo bien

» decidir sobre la calidad del
trabajo/proceso



T OCLEU B Waliet [ ]S vuon

Our reality is your future.




B OCLEY S Waliet [ |5ttt vuon

= ) EU Digital Identity e, Co-funded by
[E D C 4 EU w Wallet %...* | the European Union

Modelo de autorizacion basado en EAA
Capaz de cubrir las necesidades europeas, nacionales, regionales e institucionales

( (
Concepto fundamental Proceso de verificacion Jerarquia de cadena de confianza
Las atestaciones electrénicas de atributos o Verificacién de integridad - validar - -
(EAAs) establecen cadenas de confianza e e ] Alitoridadiraizide confianza
mediante la definicion de qué entidades L , )
. A L. . . Ministerio nacional / Organismo europeo
pueden autorizar a otras para emitir tipos o Reconocimiento del emisor - verificar
especificos de credenciales dentro de los autoridad otorgante

ambitos educativo y profesional.

Verificacion de estado - comprobar Organizacion de acreditacion de confianza

periodo de validez Autoridad delegada [/ Agencia regional

Cumplimiento jurisdiccional - validar
alcance

Emisor de confianza

7
\

Resolucion del anclaje de confianza -
rastrear hasta la raiz

Universidad / Colegio profesional

Credencial del usuario final

Titulo del estudiante [ Licencia profesional
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Modelo de autorizacion basado en EAA
Capaz de cubrir las necesidades europeas, nacionales, regionales e institucionales

Ejemplo practico

Cuando la URV (universidad) emite un titulo de master, los verificadores pueden validar automaticamente que el Ministerio de Universidades espanol autorizé a la URV para emitir
cualificaciones EQF Nivel 7.

i. Ministerio de Ciencia, Investigacion y Universidades
« Puede acreditar:
O"HigherEducationinstitution"
O"LicenceToActAtNationalLevel" a Instituciones de Educacion Superior
O"LicenceToActAtEuropeanLevel" a Instituciones de Educacion Superior
O"EQFlevel6" a Instituciones de Educacién Superior
O"EQFlevel7" a Instituciones de Educacién Superior
O"EQFlevel8" a Instituciones de Educacién Superior

O"EducationallD" a Instituciones de Educacién Superior

ii. Agencia de calidad regional (AQU)

« Puede emitir:

O"Acreditacion de calidad a nivel institucional"

O"Acreditacion de calidad a nivel de programa"

iii. DG-EAC

« Puede acreditar:
O"AlliancelD"
O"EuropeanStudentCard"



Solucion hibrida - EAA - extensible a (Q/Pub)EAA

Soy un emisor de lista de confianza
Soy una universidad
Declaracion electrdnica de
Tengo las autorizaciones atributos tipo Master con un Sello
del Ministerio de Calidad educativa y

o couo O ?J.L'f e COMpetencias vinculadas a marco
Tengo las acreditaciones de <o s 4 ESCO
Calidad de ANECA Vowar\
CUANDO st g ) & El Ministerio dice que soy una
i e yniversidad
POR QUE El Ministerio dice que puedo emitir
En el momento, con o s las acreditaciones del Master
ca!),acidad de veriff:ar ANECA dice que este Master tiene
revocacion y/o suspension un sello de calidad

El Ministerio dice que estoy autorizado a emitir este
tipo concreto de EAA
El programa ha pasado un proceso de Calidad de ANECA

En tiempo pasado
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Arquitectura global del modelo hibrido

Roles & elementos & servicios

MS’ means

=1

. Authentic Relying .
University/P University/P
g rofessional source party/RPI rofessional
body A bodies
* Expose database records that * Gather Authentic source to * Registered and authorised to
Digital asset would become EAAs provide EAAs request PID and/or specific EAAs H=
* Adapt/convert to ELM * Enableissued EAA’s lifecycle * Add new means to request/verify
* Generate/Gather/Keep/Preserve management (revoke/suspend) EAAs
evidences * Enable EAAs’ status * Integrate with production Company
* Compliance and availability consultation systems (e.g. job
* Meet legal requirements e Sectoral rulebook compliance application)
(TSP,PSB,QTSP) * Generate/Gather/Keep/Preserve

\ I
5 * Sectorial rulebook compliance +  Digital competences evidences Service/busi

* Generate/gather evidences «  elDAS framework * Verify using enhanced privacy .
- Availability means ness logic
Datastores ¢ Availability

Classical PKI (Pilot1 baseline) Verifiable Data Registries (dPKI via EBSI) - Hybrid Approach (Pilot2/Pilot3)
Identity & basic legal entity Extends classical PKI to support EU/Sector/MS/Regional and Institutional
identification for Issuers/RPs governance(s)/role(s)/capabilities/authorisations

Data Models Disintermediate
(Schemes) status proxy
Accreditations
(e.g. Quality Assurance)

Information Disclosure - Terms
of Use (selective disclosure) -

Authorisations

(per subdomain)

- National/EU recognition
- EQF/NQF levels

- Sectoral capabilities

Authentic
Sources
(ESC, MyAcademiclD, etc.)
- Allaince capabilities

(AlliancelD)

- Institutional capabilities
(EducationallD)

Embedded Disclosure Policies -
Role-based restrictions



Moderador
Notas de la presentación
This slide provides a detailed view of the roles, responsibilities, and supporting infrastructure elements in the educational and professional credentials ecosystem. Whilst the "Key Elements Flow" slide illustrates the dynamic interactions and verification points, this "Roles & Elements & Services" slide establishes the static architecture: who the actors are, what responsibilities they hold, and what infrastructure components support them. Understanding these roles and elements is essential for implementing the ecosystem, as it clarifies the requirements, responsibilities, and dependencies for each participating entity.
The architecture demonstrates a carefully balanced ecosystem where three primary actors—learners, issuers, and relying parties—interact through well-defined interfaces, supported by robust trust infrastructure and privacy-preserving services. The visual layout emphasises the symmetry between the issuer side (left) and the relying party side (right), with the learner maintaining central control through the EUDI Wallet.
�
Main Actors and Their Roles
The Learner/Professional occupies the central position in this architecture, reflecting the fundamental principle of user control in the European Digital Identity framework. The learner holds the EUDI Wallet, which serves as the personal, secure container for both identity credentials (Person Identification Data) and attribute credentials (European Attestations of Attributes). The learner's role encompasses initiating credential requests from issuers, providing consent at key decision points, controlling which attributes to disclose when presenting credentials to relying parties, and managing the complete lifecycle of credentials in their wallet. The learner operates within the context of digital competences and the eIDAS framework, which provide the regulatory and technical foundation for their digital identity interactions. This central positioning is not merely visual; it represents the architectural reality that all credential exchanges require the learner's active participation and explicit consent, ensuring that learners are empowered participants rather than passive subjects of data exchange.
The Issuer (left side) represents entities authorised to create and issue European Attestations of Attributes. The diagram shows a university or professional body as an example issuer, but issuers may include any authorised educational institution, training organisation, professional regulatory body, or other entity competent to attest to learners' achievements, qualifications, or competences. The issuer is supported by critical infrastructure elements: the authentic source, which maintains authoritative databases containing verified information about learners; datastores, which provide the backend systems for institutional records; and connections to Member State authentication means (MS' means), Qualified Trust Service Providers (QTSPs), and the Single Digital Gateway (SDG/OOTS) for cross-border data access. The issuer's responsibilities, clearly enumerated in the diagram, extend beyond the mere technical act of credential issuance to include comprehensive lifecycle management. Issuers must gather data from authentic sources to create EAAs that accurately represent learner achievements. They must enable credential lifecycle management, including the ability to revoke or suspend credentials when necessary due to errors, changes in qualification status, or compliance requirements. They must enable status consultation, maintaining publicly accessible status lists that allow relying parties to verify credential validity through privacy-preserving mechanisms. They must meet legal requirements as Trust Service Providers (TSP), Public Bodies (PSB), or Qualified Trust Service Providers (QTSP), depending on the regulatory framework applicable to their credential types. They must comply with sectoral rulebooks specific to education and professional qualifications, ensuring credentials meet domain-specific standards and governance requirements. They must generate, gather, and preserve evidences for all issuance activities, maintaining audit trails for compliance and dispute resolution. Finally, they must ensure service availability, maintaining reliable systems that enable learners to obtain credentials when needed for employment, further education, or professional mobility.
The Relying Party (RPI) (right side) represents entities that verify learners' credentials for decision-making purposes. The diagram illustrates universities, professional bodies, and companies (such as those processing job applications) as example relying parties, but this category encompasses any entity that needs to verify educational or professional qualifications: employers, educational institutions, professional registration bodies, licensing authorities, or any other organisation making decisions based on verified credentials. The relying party is now shown with its supporting infrastructure element: service/business logic, which represents the operational systems that process verified credential data and integrate verification results into business processes. This addition establishes architectural symmetry with the issuer's authentic source: whilst authentic sources provide the data foundation for credential creation, service/business logic provides the operational foundation for credential consumption. The relying party's responsibilities, enumerated in the diagram, begin with registration and authorisation. Relying parties must be registered in the trust infrastructure and specifically authorised to request the particular types of PIDs or EAAs relevant to their business domain. This authorisation is not blanket but is limited to specific credential types and attributes according to domain governance frameworks and data minimisation principles. Relying parties must add new means to request and verify EAAs, implementing the technical protocols and interfaces required to interact with EUDI Wallets and perform cryptographic verification. They must integrate verification capabilities with production systems, ensuring that verified credential data flows into their operational business processes, decision-making systems, and service delivery workflows. They must comply with sectoral rulebooks specific to their domain, respecting data protection requirements, disclosure policies, and professional standards. They must generate, gather, and preserve evidences of verification activities for audit purposes, maintaining records of which credentials were verified, when, and for what purpose. Finally, they must ensure service availability and reliability, maintaining systems that can process verification requests promptly and correctly, as learners depend on timely verification for employment, education, and mobility opportunities.
�
Supporting Infrastructure Elements
The architecture relies on critical supporting elements that enable the main actors to fulfil their roles:
Authentic Source (Issuer side) provides the authoritative data foundation for credential creation. The authentic source maintains official databases, student information systems, learning management systems, qualification registries, and other repositories containing verified information about learner achievements, qualifications, learning outcomes, competences, and related metadata. The authentic source exposes database records that will become EAAs, providing secure APIs or other interfaces that allow issuers to query and retrieve learner data. It adapts and converts institutional records to European Learning Model (ELM) format, ensuring credentials contain standardised data structures and semantics suitable for cross-border recognition and machine-readable verification. Crucially, the authentic source generates, gathers, keeps, and preserves evidences, maintaining an audit trail from original institutional records to issued credentials. This evidence preservation is essential for quality assurance, dispute resolution, and regulatory compliance. The authentic source must maintain compliance with data protection regulations, including GDPR requirements for lawful processing, data minimisation, accuracy, and security, protecting personal data throughout the credential creation process. The authentic source must ensure service availability and data integrity, as the reliability and trustworthiness of issued credentials depend fundamentally on the accuracy and availability of the underlying authoritative data.
Service/Business Logic (Relying Party side) provides the operational infrastructure that processes verified credentials and transforms verification results into business outcomes. This element, newly added to the diagram, establishes architectural symmetry with the authentic source. Service/business logic represents the relying party's production systems: human resources platforms, student information systems, professional registration databases, access control systems, licensing platforms, and other operational infrastructure that consumes verified credential data. These systems perform identity matching between presented credentials and internal records, linking the verified external credentials to the relying party's internal user identities and accounts. They apply domain-specific business rules and policies, implementing eligibility requirements, qualification prerequisites, authorisation criteria, and other decision logic specific to the relying party's domain and purpose. They execute decision-making workflows, translating verified credential attributes into operational decisions such as approving job applications, granting system access, registering professionals with regulatory bodies, admitting students to educational programmes, or issuing licences and permits. They trigger service delivery processes, initiating the actual provision of services for which the learner has demonstrated eligibility through credential verification. They integrate credential verification into existing operational systems, ensuring that the innovation of digital credentials enhances rather than disrupts established business processes. This service/business logic infrastructure is the architectural counterpart to the authentic source: whilst authentic sources provide the data foundation for credential creation on the issuer side, service/business logic provides the operational foundation for credential consumption and utilisation on the relying party side. Both elements connect external trust infrastructure (credentials, verification, trust registries) with internal business systems and processes, bridging the gap between technical credential exchange and practical business value.
�
Trust Infrastructure - Two Complementary Layers
The bottom section of the diagram illustrates the two-layer trust infrastructure that supports the entire ecosystem:
Classical PKI for Identity & Basic Issuer/RP Identification provides the foundational trust layer based on established Public Key Infrastructure principles. This layer supports identity verification through eID means, basic identification of issuers and relying parties through X.509 certificates, cryptographic signature verification for credentials, and traditional certificate revocation checking through Certificate Revocation Lists (CRLs). Classical PKI leverages decades of established standards, well-understood security properties, broad implementation experience, and integration with existing national identity infrastructures. Whilst classical PKI provides robust cryptographic trust, it has limitations in representing complex domain-specific governance, authorisations, and metadata. This is where the second layer becomes essential.
Verifiable Data Registries to Extend Classical PKI provide a decentralised trust layer that extends beyond traditional PKI to support EU/Sector/MS/Regional and Institutional governance structures, roles, and capabilities. These registries, provided through EBSI (European Blockchain Services Infrastructure), maintain authoritative, tamper-evident information about trust relationships, authorisations, governance frameworks, and metadata that cannot be adequately represented in classical PKI alone. The registries comprise six key components, each addressing a specific aspect of trust and governance:
Authorisations (per subdomain) maintain fine-grained information about which issuers are authorised to issue specific types of credentials and which relying parties are authorised to request specific types of PIDs and EAAs. Unlike classical PKI, which provides binary trust (certificate valid or not), authorisation registries enable domain-specific, credential-type-specific, and even attribute-specific authorisations. For example, an issuer may be authorised to issue bachelor's degrees but not doctoral degrees, or a relying party may be authorised to request employment qualifications but not medical credentials. These authorisations are registered per subdomain (e.g., higher education, vocational training, professional qualifications), enabling sectoral governance frameworks to define and enforce their own authorisation policies whilst maintaining interoperability across sectors.
Accreditations (e.g. Quality Assurance) maintain information about quality assurance accreditations, institutional recognitions, and compliance certifications that establish trust in issuers beyond basic legal registration. For educational credentials, this includes accreditations by national quality assurance agencies, recognitions by professional bodies, memberships in international quality networks, and compliance with qualification frameworks. These accreditations enable wallets to present rich trust information to learners ("This university is accredited by the national quality assurance agency and recognised by the European Quality Assurance Register") and enable relying parties to assess the credibility of credentials based not only on cryptographic validity but also on the quality and recognition of the issuing institution.
Data Models (Schemes) maintain credential schema definitions that specify the structure, semantics, and data types for different categories of credentials. These schemas ensure that credentials contain standardised, machine-readable information that can be verified and processed consistently across borders and systems. For educational credentials, this includes schemas based on the European Learning Model (ELM), which provide comprehensive ontologies covering all education levels, learning outcomes, competences, qualifications, and related metadata. By maintaining schemas in registries rather than embedding them solely in credentials, the ecosystem can evolve schemas over time whilst maintaining backwards compatibility and enabling semantic interoperability.
Information Disclosure policies define rules and preferences for how credential attributes should be disclosed, supporting selective disclosure and data minimisation principles. These policies may specify which attributes are mandatory, which are optional, which can be disclosed separately, and what combinations of attributes are permissible for different purposes. Information disclosure policies enable wallets to present appropriate disclosure options to learners and help relying parties request only the minimum necessary information for their specific purpose, aligning with GDPR principles of purpose limitation and data minimisation.
Authentic Sources registry maintains information about registered authentic sources, their scope of authority, the types of data they maintain, and their compliance status. This registry enables issuers to prove that credentials are derived from legitimate, registered authentic sources, and enables auditors and oversight bodies to verify that the credential ecosystem maintains appropriate data quality and provenance. By registering authentic sources, the architecture ensures transparency about where credential data originates and enables trust chains from credentials back to authoritative institutional records.
Disintermediate status proxy (newly added) provides privacy-preserving status verification services that enable relying parties to check whether credentials have been revoked or suspended without revealing to issuers which holders are presenting credentials to which relying parties. This element addresses one of the most critical privacy challenges in credential ecosystems: traditional status checking mechanisms (such as directly querying issuer revocation servers) create tracking risks, as issuers can monitor when and where holders use their credentials, potentially building profiles of holder behaviour. The disintermediate status proxy solves this problem by acting as an intermediary service that checks status lists maintained by issuers but prevents issuers from learning which specific credentials are being verified or by which relying parties. The proxy uses cryptographic mechanisms such as bitstring status lists or cryptographic accumulators, where each credential is assigned a position in a data structure, and the verification check can be performed without revealing the specific credential identifier. This disintermediation provides critical privacy benefits: it prevents issuers from tracking holder credential usage patterns, protects holders from surveillance of their employment applications, educational enrolments, or professional registrations, enables holders to use credentials freely without concern about monitoring, and maintains separation between credential issuance and credential verification activities. The disintermediate status proxy is positioned within the Verifiable Data Registries section because it represents an added-value service provided through EBSI infrastructure, extending the basic trust capabilities with privacy-enhancing functionality. This placement correctly reflects that status verification is not merely a technical function but a trust service that requires infrastructure, governance, and privacy guarantees.
�
Architectural Symmetry and Balance
The diagram's visual layout emphasises architectural symmetry between the issuer and relying party sides, which reflects the balanced design of the ecosystem:
Issuer Side (Left):
Data foundation: Authentic source provides verified data
Creation function: Issuer transforms data into credentials
Lifecycle management: Status lists for revocation/suspension
Trust requirements: TSP/PSB/QTSP legal compliance
Infrastructure: Connected to MS' means, QTSPs, SDG/OOTS
Relying Party Side (Right):
Operational foundation: Service/business logic processes verified data
Verification function: RP validates credentials cryptographically
Decision-making: Business rules applied to verified attributes
Trust requirements: Registered and authorised per domain
Infrastructure: Connected to production systems, sectoral frameworks
Central User Control:
Learner holds wallet at centre
Controls credential requests to issuers
Controls credential presentations to RPs
Provides consent at all key decision points
Maintains credentials throughout lifecycle
This symmetry is not coincidental but reflects a deliberate architectural principle: the ecosystem should be balanced, with neither issuers nor relying parties having disproportionate power or capabilities. The learner maintains control at the centre, with issuers and relying parties as service providers supporting the learner's needs for credential acquisition and credential presentation respectively. The supporting infrastructure (authentic source for issuers, service/business logic for RPs) further emphasises this symmetry, showing that both sides require substantial supporting systems to fulfil their roles effectively.
�
Infrastructure Integration Points
The diagram shows several critical integration points that enable the ecosystem to function:
SDG/OOTS Integration: The Single Digital Gateway and Once-Only Technical System connect to the issuer infrastructure, enabling cross-border access to authentic source data. This integration supports the once-only principle, where learners should not need to provide the same information multiple times to different institutions. Through SDG/OOTS, issuers can potentially access verified data from authentic sources in other Member States, facilitating credential issuance for learners who have achieved qualifications across borders.
MS' Means Integration: Member State authentication mechanisms connect to the authentic source infrastructure, enabling the use of national eID schemes for identity verification during credential issuance. This integration ensures that issuers can verify learner identities using the official electronic identification means notified under eIDAS, providing high assurance that credentials are issued to the correct individuals.
QTSP Integration: Qualified Trust Service Providers connect to the issuer infrastructure, providing qualified electronic signatures, seals, time stamps, and other trust services that may be required for certain types of credentials, particularly those requiring qualified status under eIDAS 2.0. This integration enables issuers to create Qualified EAAs (QEAAs) when regulatory requirements demand this higher level of trust service.
Production Systems Integration: The service/business logic element on the relying party side represents integration with production systems—the operational platforms that actually deliver services to learners after successful credential verification. This integration is critical for realising the value of digital credentials: verification alone is insufficient; the verified information must flow into business processes that make decisions and deliver services.
Trust Registry Integration: Both issuers and relying parties integrate with the trust infrastructure (Classical PKI and Verifiable Data Registries), querying these registries to verify each other's credentials, check authorisations, retrieve schemas, and perform status verification. These trust registry integrations enable the mutual trust establishment and verification processes detailed in the business architecture slides (9 and 10).
�
Compliance and Governance Considerations
The diagram illustrates several compliance and governance dimensions:
Legal Compliance: Issuers must meet legal requirements as TSP, PSB, or QTSP depending on the credential types they issue and the regulatory framework applicable in their jurisdiction. This legal compliance is not optional but a fundamental requirement for participating in the trust ecosystem. Different credential types may trigger different legal obligations: qualified credentials require QTSP status, public sector credentials may have specific requirements for public bodies, and educational credentials must comply with recognition frameworks and quality assurance standards.
Sectoral Rulebook Compliance: Both issuers and relying parties must comply with sectoral rulebooks specific to education and professional qualifications. These rulebooks, developed through multi-stakeholder governance processes involving educational authorities, quality assurance agencies, professional bodies, and other domain experts, establish domain-specific requirements that complement the general eIDAS 2.0 framework. Sectoral rulebook compliance ensures that credentials meet the expectations and requirements of the education and professional qualifications communities, facilitating cross-border recognition and acceptance.
Evidence Requirements: Both issuers and relying parties must generate, gather, keep, and preserve evidences. For issuers, this includes evidences of learner achievements, credential issuance decisions, data sources, and governance compliance. For relying parties, this includes evidences of verification activities, decision processes, and service delivery. These evidence requirements support audit, dispute resolution, quality assurance, and regulatory oversight, ensuring accountability and enabling continuous improvement of the credential ecosystem.
Availability Requirements: Both issuers and relying parties must ensure service availability. For issuers, this means maintaining reliable credential issuance services and status list infrastructure. For relying parties, this means maintaining reliable verification services. Service interruptions can have serious consequences: learners may miss employment opportunities if they cannot obtain credentials when needed, or may be unable to access services if verification systems are unavailable. Availability requirements ensure that the credential ecosystem serves its purpose of facilitating mobility, recognition, and access to opportunities.
�
Privacy and Data Protection
The architecture incorporates privacy and data protection principles throughout:
Data Minimisation: Information disclosure policies in the Verifiable Data Registries support selective disclosure, enabling learners to share only the minimum attributes necessary for each specific purpose. Relying parties' authorisations are limited to specific credential types and attributes, enforcing data minimisation through technical and governance mechanisms.
Purpose Limitation: Relying parties must be authorised for specific purposes, and credentials should only be used for the purposes for which they were requested and for which the learner provided consent. The architecture supports purpose limitation through fine-grained authorisation registries and disclosure policies.
Privacy-Preserving Status Verification: The disintermediate status proxy prevents issuers from tracking credential usage, protecting learners from surveillance and profiling. This privacy-enhancing mechanism is essential for ensuring that learners can use their credentials freely without fear that their activities are being monitored.
User Control: The learner's central position reflects the fundamental privacy principle of user control. Learners decide when to request credentials, when to present credentials, what attributes to disclose, and can review trust information before proceeding with transactions. This user control is enforced through technical protocols (consent requirements in wallet interactions) and governance frameworks (user rights in sectoral rulebooks).
�
Cross-Border Interoperability
The architecture supports cross-border interoperability through several mechanisms:
Standardised Data Models: The Data Models (Schemes) in Verifiable Data Registries ensure that credentials use standardised formats and semantics, particularly the European Learning Model for educational credentials. Standardised data models enable credentials issued in one Member State to be understood and verified in any other Member State.
Mutual Recognition of Trust Infrastructure: The two-layer trust infrastructure (Classical PKI plus Verifiable Data Registries) supports mutual recognition of trust anchors, quality assurance bodies, and governance frameworks across Member States. Issuers registered in one Member State can be trusted by relying parties in any other Member State, and credentials can be verified regardless of where they were issued or where they are being presented.
Harmonised Governance: Sectoral rulebooks establish harmonised governance requirements that transcend national boundaries whilst respecting national specificities. The rulebooks define common principles, requirements, and processes whilst allowing flexibility for national implementations, striking the balance necessary for effective cross-border interoperability.
EBSI Infrastructure: The Verifiable Data Registries provided through EBSI create shared European infrastructure for trust, avoiding the need for bilateral trust arrangements between every pair of Member States. EBSI provides a common foundation for trust and governance whilst supporting the diversity of national and sectoral approaches.
�
Implementation Considerations
The architecture implies several implementation considerations for institutions planning to participate in the ecosystem:
For Issuers:
Establish or enhance authentic sources exposing verified learner data
Implement APIs for secure data access by credential issuance systems
Deploy credential issuance infrastructure compliant with technical specifications
Register as TSP/PSB/QTSP according to credential types to be issued
Implement status list management for revocation and suspension
Establish processes for ELM format conversion and evidence preservation
Integrate with trust registries for issuer registration and authorisation
Ensure service availability and operational resilience
For Relying Parties:
Implement credential verification capabilities following technical specifications
Integrate verification with production systems and business logic
Register in trust infrastructure and obtain authorisations for credential types needed
Deploy service/business logic infrastructure to process verified data
Establish processes for evidence preservation and audit compliance
Implement privacy-respecting verification patterns using disintermediate status checking
Define and implement information disclosure policies
Ensure service availability and operational resilience
For Infrastructure Providers:
Deploy and maintain Verifiable Data Registry infrastructure
Operate disintermediate status proxy services
Provide EBSI integration and added-value services
Ensure registry and service availability, performance, and security
Support governance processes for registry management
Enable cross-border interoperability through standardised interfaces
�
Ecosystem Evolution and Sustainability
The architecture supports ecosystem evolution through several mechanisms:
Flexible Trust Models: The two-layer trust infrastructure (Classical PKI plus Verifiable Data Registries) enables the ecosystem to support multiple trust models simultaneously: classical PKI for institutions with existing certificate infrastructures, decentralised trust through EBSI for institutions embracing blockchain-based approaches, and hybrid models combining both. This flexibility enables gradual evolution without requiring all participants to adopt the same trust model simultaneously.
Extensible Registries: The Verifiable Data Registries can accommodate new types of governance information, authorisation policies, schemas, and trust services as the ecosystem evolves. New credential types can be added, new sectoral frameworks can be onboarded, and new privacy-enhancing services can be deployed without requiring fundamental architectural changes.
Sectoral Governance: The architecture separates technical infrastructure from sectoral governance, enabling different educational and professional sectors to define their own rulebooks, quality assurance requirements, and recognition frameworks whilst sharing common technical infrastructure. This separation ensures that the architecture can support the diversity of educational and professional qualification systems across Europe whilst maintaining interoperability.
Innovation Through Added-Value Services: The Verifiable Data Registries section shows that the architecture can accommodate added-value services beyond basic trust verification. The disintermediate status proxy is one such service; future services might include credential analytics, quality metrics, recognition pathways, or other innovations that enhance the ecosystem whilst preserving its foundational trust and privacy properties.
�
Closing Statement
This Roles & Elements & Services architecture establishes the comprehensive framework for the educational and professional credentials ecosystem in the European Digital Identity landscape. By clearly defining the responsibilities of issuers, relying parties, and learners, by illustrating the supporting infrastructure elements (authentic sources for issuers, service/business logic for relying parties), by detailing the two-layer trust infrastructure (Classical PKI and Verifiable Data Registries with their six key components), and by positioning critical privacy-enhancing services (disintermediate status proxy), this architecture provides a complete blueprint for implementation. The architectural symmetry between issuer and relying party sides, the central position of user-controlled wallets, the integration of both established PKI and innovative distributed trust mechanisms, and the accommodation of sectoral governance and quality assurance frameworks collectively enable the vision of trusted, portable, privacy-preserving digital credentials for education and professional recognition throughout Europe. This architecture, together with the dynamic workflows illustrated in the "Key Elements Flow" slide and the detailed business processes shown in the issuance (slide 9) and verification (slide 10) slides, provides implementers with the complete understanding necessary to deploy interoperable, trustworthy, and user-centric credential systems that fulfil the promise of the European Digital Identity Wallet for education and professional qualifications.
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